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Executive Summary
Part database, part development platform, part network enabler, blockchain has been touted as the next big 
thing in some quarters and dismissed in others. The technology that helped make bitcoin a reality could pave the 
way to a new way of doing business, but how? More importantly, what are the implications for healthcare and 
how seriously should healthcare leaders be thinking about blockchain? 

In this report we provide an analysis of the current state of play of blockchain in healthcare. The report focuses 
on the nexus of payers-providers and the implications and activities for these two primary stakeholders. Block-
chain is currently in the immature technology stage, and surrounded by all the hype and exaggerated promises 
typical of this stage. Most technologists view blockchain as the next layer in the continually evolving world wide 
web, one that will offer improved security, distributed storage and services, while creating opportunities for new 
platform business models. Much of the current interest in blockchain has also been driven by the Initial Coin Of-
fering (ICO) market, which despite a great deal of speculative attention, is unlikely to drive sustainable innovation 
in the healthcare ecosystem in its current guise.

We begin the report with a discussion of blockchain, what distributed ledgers can actually accomplish, and how 
they can become a tool for decentralizing services and business models. We argue that blockchain is less of a 
“disruptive technology” than a harbinger of a gradual transformation of entire industries. By enabling new forms 
of cooperation, it can be used to address important challenges in healthcare such as data silos and data sharing. 
The first section of this report also includes an overview of the most important blockchain-supported capabili-
ties, including the ability to create trustless networks, new identity management schemes, and disintermediation 
of clearinghouses in payment systems. We also look at tokenization, a poorly understood dimension of block-
chain, and why it is a source of weakness for many ICOs.

This report also explores a number of use cases, including health information exchanges (HIEs), master patient 
indices (MPI), provider networks, revenue cycle management (RCM), and claims adjudication. In most of these 
cases, blockchain is used in conjunction with AI and the cloud as part of an assemblage of technologies intend-
ed to address pain points. The success of such projects varies widely. The Vendor Profiles section of this report 
covers several vendors working in this space, as well as a number of alternative types of distributed ledger tech-
nologies.

We conclude our analysis with an overview of challenges around scalability, transaction speeds, and interopera-
bility. We offer a number of suggestions for how the healthcare industry can move the overall ecosystem for-
ward through the development of stronger tools for cooperation that will be essential to unleash the theoretical 
potential of blockchain to transform the healthcare industry.



BLOCKCHAIN: OPPORTUNITIES AND CHALLENGES IN HEALTHCARE

APRIL 2018

9

CHILMARK
R E S E A R C H

CHILMARK
R E S E A R C H

Blockchain: What It Is and Is Not
In late 2015, The Economist ran a cover story on The Trust Machine, otherwise known as blockchain, that helped 
spur interest in this emerging technology. By then, Wall Street had invested billions in developing “private block-
chains” through consortia of banks that do business with one another, believing that blockchain could finally dis-
rupt financial services transactions that had been been static for decades. 

Meanwhile, barely a day goes by without a naysayer breaking through the hype of blockchain. They point to the 
history of bitcoin and the illicit use of cryptocurrencies for drug markets, and the notorious hacks of  these cur-
rencies. Yet, a lot of smart technologists are digging deep into the technology and beginning to innovate around 
new services that can be enabled by distributed ledger technologies (DLT), which is the basic definition of what 
blockchain really is. 

Almost all of the top IT consulting firms are experimenting with the technology and many are bringing Block-
chain-as-a-Service (BaaS) offerings to market. Even the slow-moving, risk-averse world of healthcare has begun 
to get serious about how blockchain might address very concrete pain points in health systems. While we at Chil-
mark Research view the notion that blockchain will disrupt healthcare as hubris, we do expect to see a gradual 
transformation of health IT over the next decade, driven by the convergence of AI, blockchain and cloud com-
puting. We expect this transformation will dramatically alter the health IT ecosystem. But to re-iterate, this will 
be a decade-long transformation at least, one that will involve many technologies, not just blockchain.

WHAT IS BLOCKCHAIN?
By its most basic definition, blockchain is a distributed, trustless, cryptographic ledger technology. Blockchain is  
most famously the platform that the bitcoin currency was built upon. The architecture, as well as consensus 
mechanism for operating the blockchain, was first conceptualize in the original white paper by Satoshi Nakomo-
to in 2008 entitled “Bitcoin: A Peer-to-Peer Electronic Cash System”.i 

Blockchain is the underlying operating system that makes the digital currency, bitcoin, possible. Thanks in part 
to blockchain, bitcoin does not require a fiat currency or need to be supported by a nation-state’s treasury. It uti-
lizes cryptography, digital signatures, and hashing to record transactions and exchange assets. 

Blockchain is immutable ii and enables permanent records of transactions that cannot be changed. For transac-
tions where fraud prevention, authenticity, or provenance of data are critical, blockchain can support transaction 
verification, and reduce fraud or data tampering. Each block (a record of a transaction similar to a page on a ledg-
er that includes a record of the previous transaction) on the blockchain is recorded in historical order so we have 
a sequential history or audit trail of all transactions. 

Satoshi Nakomoto laid out the framework for a system that could:

 > Enable direct money transfers between two parties without an intermediary such as a bank

 > An immutable ledger that could address the double-spending challenge by utilizing peer-to-peer net-
works

 > Time-stamping of transactions on the blockchain by utilizing proof-of-work methods

 > Efficient use of nodes in a network to both protect the network as well as provide a structure that 
enhances security. The network performs the trust-making duty as William Mougayar (2016) 
states it.iii 

Nakomoto’s paper is noteworthy for its prediction of a technology that, ten years later, has quickly introduced 
new ways of doing business across disparate industries.
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POINTS OF CONFUSION

One of the points of confusion over blockchain stems from conflicting descriptions: the technology is most com-
monly described as a decentralized database, yet some refer to it as a data structure. Perhaps the best descrip-
tion comes from William Mougayar who describes blockchain as “part database, part development platform, part 
network enabler.” However apt, such multifaceted descriptions send many heads spinning. 

To further complicate matters, the functions of blockchain will undoubtedly change in the coming years as use 
cases evolve and the shortcomings of blockchain 1.0 are addressed. Blockchain 2.0 will incorporate smart con-
tracts and entail creation of entire organizations run on smart contracts known as Distributed Autonomous Or-
ganizations (DAOs). 

Similar to the internet, there are also public and private versions of blockchain as well as hybrid versions. Even 
the cryptographic dimensions of blockchain have a public and private dimension where the hashing of data on a 
blockchain creates a public record verifying that a data construct is authentic. 

TEN BASIC PROPERTIES OF BLOCKCHAIN
Mougayariv  outlined ten basic properties of blockchain. The resulting list of functions is important for healthcare 
and business leaders to grasp in order to see the possibilities that blockchain will enable for decentralized busi-
ness models and services in the coming years. 

1. Cryptocurrency: Used as fees in generating smart contracts and act as incentives and/or pay-
ments. 

2. Decentralized Computing Infrastructure: Networked computers power blockchain’s networks to 
make requests to the blockchain. 

3. Transaction Platform: Once verified, all transactions are recorded on the ledger as a block.

4. Decentralized Database: Data is stored on a block (public) linked to a container with a locked sig-
nature that can only be opened by those with a private key. 

5. Distributed Accounting Ledger: The distributed, public, time-stamped asset ledger can be shared 
in public, private, or semi-private.

6. Development Platform: A platform to create decentralized services and business models. 

7. Open Source Software: Most blockchain platforms, including bitcoin, Ethereum, and Hyperledg-
er, depend on open communities cooperating around different consensus mechanisms to build 
the code and a network that operate on the system of trust that underpins blockchain.

8. Financial Services Marketplace: The cryptocurrency aspects enable new types of financial ser-
vices or mechanisms for operating these services built upon trustless networks that disinterme-
diate third parties or automate functions requiring intermediaries.

9. Peer-to-Peer Network: Architecturally, blockchain is a peer-to-peer network and processing oc-
curs at nodes in the network. Any user can interact with any other user. In this way, it can also 
enable marketplaces based on distributed economies

10. Trust Services Layer: Blockchain eliminates the need for any type of trust broker between par-
ties engaging in a transaction. Anything that can be digitized (assets, services, identities, business 
logic, terms of agreement) with a value attached to it can be rendered in the form of a smart con-
tract on blockchain.
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figure 1: Example of a Smart Contract for Patient Benefits

What It Means to Be Trustless

Blockchains are considered “trustless,” which means that a central authority or third party is not needed to val-
idate transactions. Trust is delocalized into a peer-to-peer relationship unmediated by traditional third parties or 
clearinghouses. This is supported through the use of cryptographic methods requiring data miners who solve 
mathematical problems that verify the involved parties’ identities and record the transaction. 

Blockchain uses consensus and cryptography to govern the network and distributes trust across this network 
rather than through a centralized body. This mechanism for decentralization and disintermediation of third par-
ties and trust taxes is one of the most valuable blockchain features in finance, insurance, and the internet of 
things where clearinghouse middlemen have a history of slowing transactions and adding transaction costs. This 
does not, however, necessarily mean the end of clearinghouses completely, but rather disintermediation in some 
contexts. While many blockchain enthusiasts espouse a completely decentralized libertarian utopia notion of the 
economy, there will certainly continue to be transactions that require some type of third party or government 
arbitration.

Smart contracts can be programmed into the blockchain to automate transactions utilizing these tools. (Figure 1) 
The implications of this may be profound, as trust has become a central obstacle or problem that the past 30 
years of technology development have failed to resolve. The healthcare sector is full of challenges linking to lack 
of trust and centralized business models that stand as roadblocks to data sharing and interoperability.  

1. Patient ID 2. Authenticate benefits 3. Payment to provider

Small computer programs can execute complex contracts. Specific actions can be verified 
by third parties, and then triger other events. All this gets recorded on the secured 
blockchain, and can never be altered after the fact.
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figure 2: Embedding Distributed Ledger Technology

Addressing Pain Points in Healthcare
Blockchain has the potential to alleviate healthcare pain points wherever one or more of the following challeng-
es exist:

 > Multiple parties need a shared source of data or registry to generate transactions across a network 
of disparate agents or are required to track data use 

 > Trust is required (in data, in reliability of agents in the network) to fulfill transactions or there is a lack 
of trust across parties that generate transactions

 > Third parties are used to verify parties in transactions, creating delays or generating high transaction 
or administrative costs

 > All data shared in the system comes with high privacy and security standards 

 > Dependency between transactions and data assets passes from one party to another and verifica-
tion of integrity of the data in each step is important

Blockchain can be a superior approach to existing technologies if the business logic in the transactions can be 
translated into a smart contract on blockchain. Where trust is lacking between parties that need to share data, 
blockchain can mitigate the need for parties to integrate databases. Blockchain and the cloud make it possible to 
share only the aspects of data needed to complete the transaction or perform the required healthcare delivery task. 

BLOCKCHAIN AND PARTIAL DATA SHARING
Blockchain can facilitate cooperation between parties that need to share data but fear that competitors or third 
parties may access more data than is needed for a transaction. It can also help reduce the costs of integrating 
databases. to execute a transaction with blockchain, parties need only provide a hash pointer to a specific piece 
of data rather than open access to complete databases or data lakes. 

Clearing 
House

Centralised Ledger

A distributed ledger is a network that records 
ownership through a shared registry

Distributed Ledger
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The current health IT ecosystem is largely stove-piped around what is effectively an oligopoly of EHR vendors 
providing less-than-satisfactory experiences for all parties involved. As a distributed technology platform, block-
chain helps decentralize systems. IT departments can create nodes and essentially “spin up” a network with very 
low costs.

Care Coordination and Claims Adjudication
The cloud has enabled more distributed organizations up to a point, but most data structures and protocols that 
underlie business models are point-to-point. Distributed ledger technologies such as blockchain have the poten-
tial to facilitate decentralization of services and care coordination by enabling access to data across providers. 
Many time-consuming administrative functions, such as the handling of claims, are the focus of blockchain appli-
cations that attempt to automate claim adjudication using a combination of AI and blockchain.

Simplified Revenue Cycle Management

Many emerging applications of blockchain are focused on removing existing frictions around master patient in-
dices: verification of provider networks, certification of insurance eligibility, and links to applications for revenue 
cycle management. By reducing the complexity of front- and back-office administrative processes, it can also 
help reduce friction between payers and providers. In an ideal scenario, blockchain could enable a combination 
of accurate provider networks, identity management (insurer, patient ID, level of benefits), and automated claims 
adjudication to alleviate numerous administrative nightmares.

Decentralized HIEs 
Blockchain also offers the opportunity to run health information exchanges (HIEs) in a decentralized fashion 
rather than through a central party that controls or administers the HIE. From here new modalities for PHRs (a 
health wallet with insurance, links to longitudinal record, payment systems) and a more distributed form of EHR 
could emerge, enabling more real-time access to data and interoperability. 

PATIENT-FRIENDLY DATA SHARING
Recent years have seen different types of data become both more accessible and actionable within health sys-
tems thanks to –omic data (genomic, proteomic, microbiomic metabolomics, etc.), social determinants, weara-
bles, sensors, and mhealth apps. If this makes sharing data securely more patient friendly and supports new busi-
ness models for data sharing, it is possible that a different type of health IT ecosystem could emerge as blockchain 
evolves into the next layer of the internet and enables new business models across the economy in general. 

Trusting in this vision requires a number of assumptions around the evolution of retail, supply chains, finance, 
and industrial Internet of Things (IoT).  With some of the major structural shifts in health care, including vertical 
integration and the entrance of major platforms (think Amazon, Google, Apple) into healthcare, the underlying 
power dynamics of the industry are bound to shift. One should not be surprised if new configurations of health 
IT that were not even imaginable in 2018 emerge three to five years from now. Major shifts in how we think 
about identity, finance and privacy are likely to have a major impact on economies in the coming decade. In the 
next section of this report, we introduce features of blockchain that make this possible.
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General Features of Blockchain: A Primer
Blockchain has a vocabulary all its own and unique features unfamiliar to those who haven’t already been ex-
posed to the technology. Although a comprehensive guide is beyond the parameters of this report, we do intro-
duce some critical elements and uses. The features below illuminate the broader business case of blockchain and 
may help healthcare leaders assess the relevance to their own business, understand new developments in the 
ecosystem, and cut through much of the hype in the market. 

PERMISSIONLESS AND PERMISSIONED BLOCKCHAINS
The original blockchain that underlies bitcoin is an example of an open, permissionless blockchain. There was no 
central authority controling access to the first iterations of blockchain. Beyond the original use case, open block-
chain is fraught with risk. For instance, it would be reckless for a consortia of companies to share critical data on 
a purely trustless, open network. 

Permissioned blockchains meet privacy criteria by restricting access to approved parties in a network. The mem-
bers of the network monitor the network itself in what might be considered a partially centralized manner of 
decentralization. The finance sector has been experimenting with various forms of permissioned blockchain con-
sortia with various degrees of success. 

Blockchain adoption in healthcare will depend heavily on permissioned blockchains in areas such as payer/pro-
vider networks due to HIPAA. Healthcare, privacy and security concerns necessitate a closed network of entities 
before any data sharing or interoperability can take place. On the flip side, however, blockchain proponents 
should be careful to avoid the health IT mistakes of the past and take care not to re-create new data silos. Dif-
ferent types of blockchains do create familiar interoperability issues for connecting different networks on differ-
ent private blockchains or alternative cryptocurrency-based blockchains.

There is a movement in the blockchain developer space to create tools that can connect different blockchains 
and avoid the interoperability challenges of existing technologies, but it is unclear at the moment how this will 
play out in the near term. Already we have seen the rise of an advocacy group, the Blockchain Interoperability 
Alliance, and a number of startups aiming to enable smoother interoperability across different blockchains so 
that we do not re-create the data silos from the past.

TRUSTLESS NETWORKS (TRUSTLESSNESS)
In the blockchain community one hears reference to trustless networks and trustlessness as a core feature of 
blockchain and decentralization of services. This refers to the process of distributed trustless consensus. The 
overall innovation of Bitcoin and blockchain utilizes cryptographic signatures, Merkle chains, and peer-to-peer 
(P2P) networks to create a distributed consensus network. 

The approach of creating trustless networks in blockchain boils down to the ability for two parties to have a ver-
ifiable handshake agreement without relying on a third party to verify it. While this report does not delve into 
proof of work and other consensus methods used in mining and cryptography in blockchain, it is important to 
understand that these components have come together to disintermediate third parties (e.g., clearinghouses) 
that charge users a form of “trust tax” for their services. Blockchain effectively disintermediates these third par-
ties through various consensus mechanisms and distributed systems. In other words, it enables smart contracts 
that are the foundation for much of the work that blockchain does in business transactions.
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Smart Contracts

Blockchain platforms such as Ethereum have been developed to make it easier to execute smart contracts that 
automate transactions such as certifying patient insurance coverage and the like. While they are not formal legal 
contracts themselves, smart contracts will play an important role in the overall API economy in healthcare by 
creating mechanisms to reduce administrative transaction costs in health systems. Today, the most important 
smart contract platforms are Ethereum, Ripple (a fintech platform for financial transactions), Blockstream, and 
Factom.

IDENTITY MANAGEMENT
Identity management is, in some ways, the cornerstone of a digital economy in which security breaches are a 
problem of worldwide proportions. Digital value tokens and transactions require secure digital identities.v  Au-
thenticating an identity and characteristics such as age, insurance policy, benefits, address, identity of a medical 
device requires an identity and authentication service. 

Security breaches and hacking have prospered in a landscape where most of the practices around identity man-
agement are either legacy artifacts of paper-based approaches to identity or stored in centralized databases. A 
digital economy requires new approaches to identity management. Banks are beginning to see a future service 
they can provide as stewards of identity management. This could be big business with blockchain likely used as 
a fundamental infrastructure for protecting identities. 

Healthcare struggles with similar issues for several reasons. First, the lack of unique identifiers complicates the 
creation of Master Patient Indices (MPI) and health record(s) conciliation. Second, paper-based identities created 
more singular, fixed notions of identity that have become problematic in today’s dynamic digital economy. The 
decentralized nature of blockchain allows for a more secure approach while also offering more granular forms of 
identity management. It also enables a bottom-up approach to unique identifiers that put control in the consum-
ers’ hands. 

The new approach is an identity management schema based on “self-sovereign” identities. This provides individ-
uals control over the attributes of their identities and what can be shared with whom. Interoperable private and 
public blockchains can lay the foundation of federated, decentralized identity management platforms that can 
drive models for improved security and consumer experiences.

DATA SECURITY
Currently most health records are stored in centralized databases, whereas blockchain enables a decentralized 
approach with data distributed across multiple databases. Cryptography is one of the underlying technologies 
central to blockchain and M of N multisig cryptography, which utilizes public and private keys, constitutes the 
foundation of cryptography in blockchain. This means multiple computers will be required to decrypt the code 
to unlock a specific piece of data — hackers would have to gain access to more than one central database or com-
puter to invade the system. 

Patient data would NOT be stored on the blockchain, but the blockchain block would have a hash that points to 
where that specific piece of data is stored. The previous block on that blockchain will record time stamps and 
other information. Patients would access their data with private keys, or hashes, that would work essentially like 
passwords. Physicians would have a universal key that would hash the data they contribute to the patient record. 
The patient could consent to share specific data and rules for sharing that data. In essence there would be a cen-
tralized blockchain that has data distributed across many nodes in that network and patients could use keys to 
control access to that data.
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TOKENIZATION

One of the more abstract, and in some ways, troubling, concepts in the 
blockchain universe pertains to the use of tokens or converting a physi-
cal asset or service into a digital token registered on the blockchain.  As 
the initial coin offering (ICO) market has taken off, we have started to 
hear a great deal about the valuations and volatility of digital currencies 
and how these startups are “tokenizing” a service. For example, the 
blockchain startup Healthcoin plans to tokenize diabetes prevention and 
management, using healthcoins, aka, tokens, as incentives for patients to 
share biomarker data and to reward positive behavioral change and out-
comes. 

Investors in ICOs, rather than receiving equity in the company, are in-
vesting in the tokens the company uses with the hope that these tokens 
will increase in value over time.

Part of the blockchain lore is that a 
token is essentially the basic unit in 
the internet of value and a means 
of democratizing financial 
engineering.vi  As such it is 
important to understand that 
tokens are a foundational element 
of blockchain that sit at the 
intersection of the underlying 
economics, psychology and 
product design in the blockchain 
world.

In some contexts, a token is analogous to purchasing an API key, but in blockchain vocabulary, one is buying a 
private key. The design of blockchain includes a back-end economy that incentivizes collaboration in a peer-to-
peer (P2P) economy. Tokens are different from bitcoin, in that they confer particular rights to the owner depend-
ing on the product or service and can include the following:

 > Payments on network

 > Access to a blockchain-based platform

 > Rights to contribute to a platform

 > Storage of data

 > Recognition for block creation or servicing a platform (mining)

 > Governance participation

In a supply chain, the token performs the task of providing continuous identification of an object as it passes 
through a supply chain. In the example of healthcoin, tokens act as an incentive to share data. Other applications 
in healthcare could include using tokens as proof-of-care in the healthcare delivery supply chain that would cov-
er the completion of a diagnosis, lab tests, office visit, payment, or other transaction. 

A final point on tokens is that they may also further decentralize business models and services. According to the 
underlying ideology of blockchain enthusiasts, the goal of creating markets for tokens is to broaden the commu-
nity of users of a service and spread governance mechanisms. This is actually a problematic notion in the current 
ICO market because investing in tokens does not give investors equity in the company itself. We will touch on 
this point later, but with much of the current generation of startup funding based on initial coin offerings, there 
is an alarming gap between rhetoric and reality in the rise of tokens. The vendor profiles in this report include 
some examples of companies avoiding the current ICO market as a means to provide a more sensible, ethical and 
sustainable approach to tokenization within their respective healthcare business models.

PROVENANCE/TRACEABILITY/SUPPLY CHAINS
Hospitals and pharmaceutical companies have complex supply chains that require reliable means to prevent 
fraud and counterfeit products while demonstrating proof of provenance. Blockchain’s immutability and proof of 
provenance capability has an important role in creating greater transparency, verification/authentication as well 
as de-risking financial transactions of collaborators across a supply chain network.vii 
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In the pharmaceutical industry, the Drug Supply Chain Security Act (DSCSA) is adding momentum to blockchain 
adoption in pharma supply chains that also reaches into the healthcare delivery system. The DSCSA requires 
tracking and authentication of returned drugs, the value of which adds up to nearly $3 billion each year. Pharma-
ceutical companies must find ways to work with all of the players in their supply chains, but the entire industry 
has good reason to develop a cooperative approach to the problem. This is an ideal use case for using blockchain 
to drive digital transformation of the healthcare industry, because it can leverage the power of blockchain and 
the cloud to share the data required to ensure integrity of returned drugs across this complex, highly distributed 
supply chain. 

One of the early efforts in this space is the Mediledger project developed by blockchain startup, Chronicled. The 
project addressed the proof of provenance and traceability challenges in the drug supply chain that can also help 
address the growing challenge of counterfeit drugs.  Here it is important to recognize that this is not just a block-
chain story but a story about how a suite of technologies, including AI and the cloud, are leveraged to provide 
identity management and proof of provenance capabilities across all of the partnering organizations. IBM, rfxcel, 
Peer Ledger, Deloitte Rubix, and SAP are also using blockchain to offer supply chain applications that are relevant 
to the pharmaceutical sector’s tracking and tracing, anti-counterfeit, and proof-of-provenance efforts.
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Blockchain’s Potential Relevance to Healthcare 
The first generation of blockchain applications in healthcare include some promising use cases. The primary fea-
tures of blockchain that enable integration of decentralized databases, proof of provenance, more granular iden-
tity management, and trustless networks that disintermediate third-party adjudication mechanisms are central 
to explaining the utility of blockchain in these early use cases. If you scan the current startup landscape, you will 
see some common themes in how healthcare companies are utilizing blockchain to improve healthcare delivery 
and payer processes:

 > Patient data management: Identity management and the ability to create bottom-up unique identi-
fiers and hash disparate clinical records into a common wallet that is easier to share could be the 
beginning of developing a more useful personal health record (PHR) if the work of maintaining the 
record can be eliminated for the patient. Some startups focusing on markets outside of the US are 
taking an ecosystem approach to building PHRs and EHRs beyond the traditional architecture. (see 
the Hearthy vendor profile in the next section.) 

 > Proof of provenance for supply chains: The pharmaceutical sector and hospitals are likely to benefit 
from this use case coupled with tracking and traceability. Some of the early efforts that IBM/Hyper-
ledger are involved in that focus on food safety in China will likely spill over to more focused health 
system applications and the health IoT.

 > Revenue cycle management: Autonomous eligibility adjudication and claims management for reduc-
ing administrative costs and friction have significant implications for revenue cycle management 
(our vendor case studies below cover this in more detail).

 > Decentralized HIEs: Health information exchanges (HIE) that are decentralized and lack a central 
point of authority to operate the exchange may offer an alternative to the dominant form of today’s 
HIEs that are based on centralized data repositories.

 > Integration of behavioral and social determinants data: One of the major challenges in healthcare 
has been developing robust risk-stratification tools that capture intelligence on drivers of outcomes, 
behavior, and social determinants of health (SDoH). Some advocates anticipate that blockchain and 
the distributed data model it enables will make it easier to integrate disparate data sources at the 
point of care while maintaining high privacy and security standards. 

 > Master patient indices/provider directories on blockchain: Complex contracts and the inherent chal-
lenges of keeping large databases up to date make managing master patient indices and provider di-
rectories a thankless task. Putting these on a blockchain can provide greater transparency and the 
ability to use smart contracts will provide automatic updates when contracts change. Provider direc-
tories that are constructed in this manner will then open up possibilities for improved scheduling, re-
views and other services. Patient directories can include real-time sharing of care plans, utilization, 
and up-to-date risk profiles that will make alternative payment mechanisms easier to implement.

 > Quality measures reporting: The migration to value-based care (VBC) is requiring provider organiza-
tions to track and report a far greater number of quality measures – an arduous task with significant 
administrative costs for both provider and payer. Blockchain technology may offer an opportunity to 
significantly reduce that burden. Coupling permissioned networks with data hashing within a block-
chain environment may allow for the automated, discrete sharing of quality measures data that are 
defined in specific VBC contracts across multiple payers.

 > Informed Consent: The current informed consent process is riddled with changes in protocols, fail-
ures to re-consent, use of non-approved forms, changes in child assent, and other complications. 
Blockchain, with its timestamping capabilities, smart contracts, and decentralized protocols, can of-
fer patients more control in the consent process while also supporting tighter networks of patients 
and researchers. Privacy by design is an added feature that researchers hope will help increase pa-
tient enrollments and adherence to procedures in a clinical trial.viii  
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Stakeholder impact Opportunity for Disruption in…

Provider Payer Consumer 1-3 years 4-8 years 8+ years

Patient data management medium medium medium medium high high

Proof of provenance for supply chains high high medium high high high

Revenue cycle management medium medium medium low medium high

Decentralized HIEs low low low low low medium

Integration of behavioral and social 
determinants data 

medium medium low low medium high

Master patient indices/provider 
directories on blockchain 

high high high high high high

Quality measures reporting medium medium low medium medium high

Informed Consent high high high medium high high

Table 1. Impact of Different Blockchain Applications in Healthcare
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Adoption Trajectory
The adoption of blockchain will either be limited or facilitated by the absence or existence of standards. As pri-
vate and public blockchains proliferate with a growing number of distributed ledger platforms1, this will become 
an important issue as well. This points to an important distinction for blockchain: it should be viewed as a plat-
form play rather than a new product. As such, it should be judged based on its impact on entire industries and 
how they transform over time. 

According to John Mattison, CMIO of Kaiser Permanente Group, the value of blockchain rests with consortia of 
companies who see the business case for trustless networks. Healthcare leaders should therefore, expect to see 
a number of broader platform business model issues that are far more complex than other product strategy ap-
proaches. Assuming the consortia are skilled in building cooperation, identity management, data and workflows, 
and API economies will come together to create what Mattison terms “Plecosystem Economies.” Such economies 
integrate service platforms, data platforms, experience platforms, and APIs to harness network effects and trans-
form industries over a longer time horizon. While in the short-term, EHR vendors may have little to worry about 
in terms of disruption, one might well consider the longer-term prospects of centralized medical data storage 
when decentralized data structures and protocols become the norm and a new architecture with improved secu-
rity, privacy controls, and decentralized control of data are expected standards.

LOOKING TO THE FINANCIAL SECTOR
For the past several years, Wall Street and the financial sector have built the majority of the first-generation of 
blockchain applications that are now entering the market. Many of these applications and the companies devel-
oping them will have relevance to healthcare. A number of the startups engaged in the fintech space are entering 
areas such as supply chains and claims adjudication where the same tools can create efficiencies in a market that 
is still largely paper-based and just entering the initial stages of digital transformation. If you take a close look at 
finance and blockchain, it is easy to see a number of parallel structures in healthcare that can help illustrate how 
blockchain could transform business processes. Drew Ivan has outlined a comparison of basic transactions on 
bitcoin vs a typical healthcare transaction and how this appears on the blockchainix  (Figure 3).

1 These include the bitcoin blockchain, Ethereum, and IOTA

figure 3: Bitcoin vs. Healthcare Transactions on Blockchain

Bitcoin transaction data Bitcoin transaction data

Recipient’s public key Patient’s public key

Pointer to previous transaction Pointer to previous transaction

Unencrypted transaction amount Encrypted C-CDA

Sender’s cryptographic signature Providers’s cryptographic signature
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Reducing administrative complexity and transaction costs through smart contract-based automation is one of 
the key focal points at present. Christian Catalini, an MIT-based economist, highlights the need to understand 
the underlying breakthrough that blockchain addresses in terms of the costs to most legacy systems. The funda-
mental breakthrough in terms of costs are broken down into two primary costs:x  

 > Costs of verification: identity management, audits, data integrity

 > Costs of network: the costs of running a decentralized platform

Once again, these are areas where the return is greatest over a longer time horizon as industries adopt block-
chain and transform in the process. The beauty of blockchain is that it enables a party to bootstrap an ecosystem 
of nodes. This means that open, decentralized systems for services can be created in a far more efficient manner. 

In researching this report, we have heard a great deal about how blockchain-based services will give consumers 
greater control over their data and better access to services. This is one of the effects of the distributed network 
architecture. When IT departments open their systems to a more decentralized architecture, it creates opportu-
nities for more flexible contracts and disintermediation of rent seekers in the traditional centralized system. 

To be sure, blockchain will not necessarily replace intermediaries in the system altogether but is more likely to 
alter the underlying economics and configurations of centralized systems. What we may actually see in health-
care is decentralized central platforms that distribute services off of a platform that sustains an ecosystem of 
applications and networks of partners.

EARLY FORAYS IN HEALTHCARE
The startup, Proof.Work, serves as an interesting business case for practice management linked to patients. The 
company is taking an ecosystem approach to linking Meaningful Use documentation, payments, and medical re-
cords on a platform that also secures data from medical devices or health-related internet-of-things devices. This 
begins with decentralizing medical records on the blockchain so that patients control who has access to their 
data. The company plans to use tokens to reward patients who comply with their care regimen and offer patients 
the option to sell access to their medical records to clinical researchers. The intention is to create a new econom-
ic layer on top of the platform via tokens while mobile apps provide reminders and prompts to keep patients on 
track with their care plans.  

This type of business model coupled with informed consent can open up new ways of utilizing blockchain for 
patient management and telehealth.  

Another area for payers to watch is the management of P2P insurance products on blockchain. A number of 
blockchain companies, such as Lemonade and Friendsurance, utilize crowdfunding platforms on blockchain for 
new types of P2P insurance. Others are in the early stages of rethinking employee wellness programs that move 
beyond the focus on an individual and anonymize employees in order to aggregate population health data and 
negotiate better deals on insurance based on the overall health of the firm. In addition, a number of companies 
are in the early stages of exploring patient registries that can be tied to medicine reconciliation schemes and 
more effective ways to collect and utilize patient reported outcome measures (PROM).xi 

In this section we have provided insights on the types of problems that blockchain is best suited to address and 
insights on the possible new business models that may emerge from decentralized applications and the automa-
tion possibilities that arise from blockchain. We will now turn to a deeper exploration of the first generation of 
vendors aiming to bring new blockchain-based services to market during 2018.
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POKITDOK
Headquarters: San Mateo, CA
Website: www.pokitdok.com
Ownership: Private
Funding: $55.3m
Customer Types: Pharmacies, telehealth, payers
Customers: Doctor on Demand, PillPack, Evidation Health, Everseat, EntraHealth, HealthiestYou, 
PracticeSense
Use Cases: Identity management, transaction validation/adjudication, supply chain management

PokitDok is likely the most mature and sophisticated blockchain vendor in the overall healthcare space. PokitDok 
is a Platform-as-a-Service offering based on APIs that are used to create a broader marketplace for a number of 
integration services across several key areas. (Figure 4)

figure 4: PokitDot Modular Marketplace Platform. 
Source: PokitDot

Key blockchain applications include:

 > Context-dependent identity management: Different elements of a user’s identity are relevant in dif-
ferent financial and clinical contexts, and can be shared based on smart contracts that provide con-
text-based access.

 > Transaction validation and processing: Auto-adjudication of claims processing.

 > Prior authorizations: Automation of prior authorizations and referrals through smart contracts that 
can reduce costs by a factor of 5 or 10.

 > Event-driven supply chain management: Focused on making medications and other supplies a pa-
tient needs after leaving a clinical visit available at their door by the time they arrive home.

Rather than using proof of work or proof of stake for consensus on Dokchain, PokitDok is using proof of elapsed 
time (PoET) to generate an encrypted, immutable log of every transaction on chain pointers to all off-chain dis-
tributed files stored elsewhere. The goal is to create a new health economy of data and services from the Dok-
chain that guarantees privacy and security as well as auditability. Automation using blockchain and AI and APIs 
will hopefully help healthcare customers reduce administrative costs, improve auditability of data and adjudicate 
transactions much more seamlessly. 

http://www.pokitdok.com


VENDOR PROfILES

APRIL 2018

24

CHILMARK
R E S E A R C H

CHILMARK
R E S E A R C H

© 2018

CHILMARK
RESEARCH

CHILMARK
RESEARCH

SOLVECARE
Headquarters: Kyiv, Ukraine. Tallinn, Estonia
Website: solve.care
Ownership: Private
Funding: Currently in ICO sale (Closes April 30, 2018 at time of writing)
Customer Types: Employers, insurers, administrators, medical practices, hospitals
Customers: Arizona Care Network
Use Cases: Care coordination, revenue cycle management, claims management

Solve.Care is an Ethereum-based platform for decentralizing healthcare and benefits administration. The plat-
form has five key components of the blockchain offering:

 > Care.Wallet: A blockchain app that helps providers and patients communicate and manage care de-
livery. The wallet contains Care.Cards and Care.Coins with the aim of putting the consumer in con-
trol of information and actions. Care Cards and Care Coins are automatically synced. Applications 
can include scheduling.

 > Care.Cards: Applications that are linked, stacked, and synchronized. They can be published for spe-
cific protocols and cut across data, payments, etc. 

 > Care.Coin: Intelligent payment token for accountability, transparency, proof of service/authoriza-
tion, and payment to providers. These are the basis of the proof-of-service protocol and can be 
used to help reduce waste and fraud by enforcing rules of specific relationships in the payment 
lifecycle. The tokens can be triggered by schedule events, consent, diagnosis, prescription, lab 
tests, or referral. 

 > Care.Vault: A data management module that organizes data on the platform

 > Care.Protocol: Connects and synchronizes wallets, cards, and coins between stakeholders to coor-
dinate care and automate transactions.

The platform allows different users, whether payers, government agencies, or providers, to configure administra-
tion networks that connect all members in a given ecosystem and automate administrative processes using the 
CAN token. The ICO sale of tokens took place from January-February 2018. 

http://solve.care
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MEDREC
Headquarters: Boston, MA
Website: medrec.media.mit.edu
Ownership: Private
Funding: Unavailable, patents acquired by Aetna
Customer Types: Hospitals
Customers: Beth Israel Deaconess Medical Center
Use Cases: Patient medical records

MedRec was developed by MIT Media Lab in collaboration with Beth Israel Deaconess Medical Center to ad-
dress the challenge of sharing data across multiple providers while ensuring data integrity and privacy. John 
Halamka describes MedRec as a solution that leverages blockchain to enable the display of data from every da-
tabase referenced on a ledger rather than only the data from one EHR database. 

Health data are not stored on the blockchain — the locus of control is shifted from the institution to the patient.xii  
The plan is to develop a superior user interface from existing patient portals, which reflects the broader trend in 
healthcare of shifting control to the patient. This brings up the sticky point of much control to grant patients and 
how to design interfaces that will engage patients to actually want to control their data.

The founders of MedRec are attempting to improve data management through patient control and blockchain by 
relying less on customization of each EHR vendor and preserving data integrity and provenance on the block-
chain. (Figure 5 )

figure 5: MedRec System Architecture. 
Source: MedRec
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IBM (HYPERLEDGER)
Headquarters: Washington, DC
Website: www.hyperledger.org/about
Ownership: Public
Funding: Unavailable
Customer Types: Supply chain, industry-wide collaborations that require secure data sharing
Customers: FDA, CDC
Use Cases: Supply Chain

IBM has been a central player in open sourcing code for the Linux Foundation’s Hyperledger Project. The com-
pany’s broad experience in finance, government, and retail is contributing to a platform that can be utilized across 
a wide number of use cases and sectors. 

In May 2017 IBM released the first BaaS version their blockchain offerings based on Hyperledger Fabric 1.0 and 
promises a full platform offering soon. In terms of enterprise solutions, the company offers the option of building 
and operating a solution for a specific company need. Perhaps most importantly, an industry-wide solution could 
be used by an ecosystem of partners, which is why much of the initial focus has been on supply chains. Hyper-
ledger created a healthcare working group in October 2016 that now includes: Change Healthcare, Kaiser Per-
manente, Accenture, Hashed Health. It also includes Gem – however, that company recently exited the health-
care space.

In addition, IBM Watson Health has begun to work with the CDC to extend similar work with the FDA on a block-
chain application to share medical data across EHRs, clinical trial data systems, and wearables. 

https://www.hyperledger.org/about
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SIMPLY VITAL HEALTH
Headquarters: Boston, MA.
Website: www.simplyvitalhealth.com
Ownership: Private
Funding: $30m ICO in early 2018
Customer Types: Hospitals, providers
Customers: iCare
Use Cases: Care coordination, revenue cycle management, MACRA compliance

Simply Vital Health is one of the more mature startups currently conducting an ICO to raise funds. Compared to 
some quarters of the blockchain startup ecosystem Simply Vital Health has an experienced team and broad in-
stitutional (New Haven Medical) support. 

Through its platform, Simply Vital Health aims to improve provider coordination and patient experience, create 
audit trails of care, and enable real-time cost forecasting. Providers can track compliance with MACRA care co-
ordination, monitor coordination across all providers, and use machine learning to discover patient needs and 
care opportunities. The system covers post-acute care and skilled nursing facilities as well. 

Health Nexus is the blockchain protocol (Figure 6). The token, Health Cash, is needed for transactions on the 
platform and the source of revenue opportunities for both patients and providers.

The security dimensions of blockchain monitor every step in care for patients and anonymize users to create pa-
tient and provider risk scores that are only accessible to approved parties. This is a clever way to de-risk the risk 
stratification process because the information on the risk score is less likely to be shared with an employer or 
negatively impact insurance prices, but can still be used to drive compliance and outcome improvements.

figure 6: HealthNexus Blockchain Protocol. 
Source: www.simplyvitalhealth.com

https://www.simplyvitalhealth.com/
https://www.simplyvitalhealth.com/
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CHANGE HEALTHCARE
Headquarters: Nashville, TN
Website: www.changehealthcare.com
Ownership: Private
Funding: $48m
Customer Types: Payers, providers, pharmacies
Customers: Unavailable
Use Cases: Revenue cycle management, network data/analytics, cost management

Change Healthcare has targeted its blockchain activities in a product approach that encompasses the company’s 
network solutions and connections between payers and providers. 

Change Healthcare was an early member of Hyperledger where the company has made a major investment in 
open frameworks and open communities that will ultimately underpin its solutions. Some of the alternative 
blockchain protocols are perceived as having a number of challenges for the particular use cases that Change 
Healthcare is pursuing. With Hyperledger’s Fabric, they are building a private chain for a claims clearinghouse 
network that will enable multiple products that send data across this layer. Two big concerns are how to create 
a blockchain platform that can handle the volume of data their network requires and how to achieve the ade-
quate privacy protections that the regulators require. 

The primary applications created on Change Healthcare’s blockchain platform include a claims management and 
transparency application that serves as a revenue cycle management product for providers. This application can 
handle 39 lifecycle events that come from payer/provider platforms and has an API that allows providers to 
check the status and interactions around claims. It is important to note that the company’s application develop-
ment is less focused on creating a killer app than building a production-ready application on a scalable network 
infrastructure. From this starting point, Change Healthcare can create a software development kit (SDK) for 
startups to build additional applications on top of this layer and help cultivate an open-source community of de-
velopers.

http://www.changehealthcare.com
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DELOITTE RUBIX
Headquarters: Toronto, Canada
Website: www2.deloitte.com
Ownership: Private
Funding: Unavailable
Customer Types: Pharma, hospitals, payers
Customers: Federal healthcare operations
Use Cases: HIE

Deloitte has developed a blockchain lab and Rubix platform that helps clients identify business cases where 
blockchain could provide a more innovative approach. Deloitte has built strong assurance capabilities in keeping 
with its accounting practices that are also valuable to auditors and insurers. 

Deloitte has been utilizing Ethereum predominantly. The Rubix Core solution is a “lab-in-a-box” that enables cli-
ents to quickly build distributed applications (DAPPs). Deloitte has also developed a Smart Identity Platform that 
bridges IoT and identity management to verify and authenticate devices and individuals across IoT networks.

Deloitte has focused on the following healthcare areas:

 > Interoperable health records

 > Supply chain management for pharma and hospitals

 > Revenue cycle management

Of the three use case areas, revenue cycle management involves the use of smart contracts and auditable trans-
action data on the blockchain.

https://www2.deloitte.com/ca/en/pages/technology/solutions/deloitte-digital-blockchain.html
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ACCENTURE 
Headquarters: Global, Dublin, Ireland
Website: www.accenture.com
Ownership: Public
Funding: Unavailable
Customer Types: Payers, providers, government
Customers: DHL and pharma supply chain collaboration, UN identity management  scheme
Use Cases: payments, supply chains, revenue cycle management, identity management

Accenture approaches enterprise blockchain from a services perspective rather than focusing on a specific 
blockchain product. While its focus is on services, the company has also created primary R&D labs to focus on 
innovation and new product capabilities with products. The idea is to develop the best possible toolkit for user 
needs. To this end, they have developed strategic alliances, minority investments, and taken active roles with 
major consortia and blockchain platforms, including Ethereum, Ripple, Hyperledger, and established relation-
ships with IBM and Microsoft Azure. 

Supply chain, logistics, trade, and identity management in particular are growth areas. Identity management un-
derpins a great deal of work  from finance, healthcare and insurance to emerging work with governments  and 
Accenture is part of ID2020 Alliance, an international effort to utilize blockchain to create digital identities for 
the 1.5 billion people globally who lack identity papers. In healthcare the identity management use case can be 
helpful in building infrastructure for provider networks and accumulator processes for payers and credentialing 
of providers. Blockchain, when used with the cloud, can provide a single source of truth. On the physician-pa-
tient end, this translates into applications to improve transparency in pricing and streamline insurance certifica-
tion.

One of the key differentiators for Accenture is the development of a “redactable” blockchain that challenges the 
purist notion of immutability by allowing authorized users to edit the blockchain if there has been a dispute or 
error. This ruffles feathers of the purists who believe that immutability is a defining feature of blockchain. Accen-
ture argues that the editing function creates a safety feature for financial services to avoid hacks such as the $60 
million hack of Ethereum in 2016 that transpired because specific members of the consortium refused to reverse 
transactions that could have recovered or prevented the losses.

Overall, Accenture has been focused on pain points around data sharing and how blockchain and the cloud can 
create the “trust layer” that enables better coordination of care and administrative improvements.

https://www.accenture.com/us-en/blockchain-index
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FACTOM
Headquarters: Austin TX
Website: www.factom.com
Ownership: Private
Funding: $9.5M plus post-ICO market cap of $167m (April 1, 2018)
Customer Types: Governments
Customers: Gates Foundation
Use Cases:  Medical records, identity management, IoT, auditable data records

Factom made inroads government services with government contracts for land titles in some developing country 
contexts in the early days of blockchain implementations as a tool to enhance transparency and fairness in these 
contexts. The platform was designed to ensure database integrity and secure documents on the blockchain in a 
manner that can help prevent fraud. Factom offers a number of tools, such as Harmony, which converts docu-
ment-management solutions into a blockchain-based document platform, and DLOC, which authenticates docu-
ments. Acolyte is the company’s smart-contract platform. 

Some of Factom’s most common use cases have been in the areas of title records, legal apps, gaming and jour-
nalism apps. Factom has received a grant from the U.S. Department of Homeland Security to create a digital 
identity protocol for IoT devices that could become relevant to the healthcare IoT.  They were one of the first 
vendors in the healthcare space with a contract with HealthNautica to verify and time-stamp health records in 
an easily auditable manner. The Gates Foundation has also funded a Factom project to create a distributed med-
ical record with biometric authentication. The latter application has the potential to make access to medical data 
for clinicians and patients much easier to accomplish from their smartphones.

http://www.factom.com
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T SYSTEMS 
Headquarters: Philadelphia, PA, Frankfurt, Germany
Website: www.t-systems.com
Ownership: Private
Funding: $8.6B revenue
Customer Types: Hospitals, pharma 
Customers: not available
Use Cases: IoT management, supply chains

T Systems is initially focusing on supply chains for pharmaceutical products and healthcare. Verification, chain of 
custody, and proof-of-provenance applications are a high priority. Currently manufacturers are leveraging enter-
prise IoT offerings to boost security in supply chains and cold chains. This offers a good starting point to begin 
providing serialization of products on a blockchain.

For pharma T Systems’ initial focus is on cold chain, theft prevention/brand awareness, and track and trace. The 
track-and-trace aspect would involve serialization and authentication to track products through the supply 
chain. The healthcare system has a different focal point that begins with the perspective of the patient as they 
relate to a healthcare IoT. Here there is a need to authenticate patients and devices and give patients control of 
their data throughout the system. The healthcare system will most certainly involve using a private blockchain 
and building a consortium approach similar to those in finance. Building this cooperative approach is actually 
rather difficult due to the legacy business models that emphasize data capture rather than sharing data across 
diverse health IT systems.

Regarding its blockchain efforts, T Systems used the last half of 2017 to fully develop their POC and vet different 
blockchain platforms such as Ethereum, Hyperledger and a number of startups to build an IoT platform for 
healthcare. The key differentiator between their approach and that of competitors is the private blockchain and 
bringing in several IoT startups, such as Roambee and Synactive, for logistics, data management in transporta-
tion, and SAP integration capabilities.

http://www.t-systems.com
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It is important to watch some of the companies innovating adjacent to blockchain that will also intersect with 
strict blockchain approaches. At this early stage, nothing is written in stone in terms of future blockchain ecosys-
tems; purist approaches may be better at serving ideologies than doing the jobs health IT needs to perform.

Cloudface and Alphabet’s DeepMind illustrate how distributed ledger-like technologies (private blockchain) can 
work with open blockchain to accomplish similar goals.  Cloudface, in the supply chain space, and DeepMind 
Health in the analytics space, are working with hospitals to offer new analytic capabilities. 

DeepMind, is working with Britain’s National Health Service (NHS) to develop predictive algorithms to analyze 
radiology imaging and health records for early signs of illness. A core component of this AI-focused work is to do 
it in a manner that protects the privacy of users of the NHS. This means creating audit trails that can track which 
data were used, for how long, for what purpose, and where the data were moved through the health system. 

DeepMind is developing a blockchain-like open-source software to provide more transparency and auditable 
trails that can distinguish between uses of data for care versus use for research and beyond. Early on in the col-
laboration with the NHS, DeepMind encountered controversy over privacy concerns in how health system data 
were used. The use of distributed ledger technology appears to have been driven by the need for greater trans-
parency in how the data are used. In contrast to many of the purists in the blockchain healthcare space, Deep-
Mind’s focus is on transparency vis-à-vis hospitals — they have not committed to put patients in control of their 
own data or give patients the ability to control access keys. 

Cloudface uses a blockchain-friendly approach to integrate the 4,000-5,000 disparate software systems in hos-
pital supply chains to access meta-data that no one has been able to access to date (OS Layer 2). In the first pilot 
with the Loma Linda Hospital system in California, the health system was able to cut over $100M in costs over 
six months and improve outcomes by identifying the source of staphylococcus aureus infections: the laundry 
service the hospital had been using.xiii  Cloudface couples a strong cybersecurity component that has yet to be 
hacked with data integration capabilities. In contrast to most supply chain management software that offers a 
view of a subset of the supply chain, Cloudface offers complete transparency. A direct blockchain application is 
planned for later in 2018.

IOTA is a non-blockchain distributed ledger technology that utilizes what is called Tangle. This is a form of 
Directed Acyclic Graph in which every transaction or data transmission validates two previous ones, which in 
turn reference two previous transactions, and so on. This means that network validation is an intrinsic property 
of the network and no longer decoupled from the usage of the network, as with regular blockchain architectures. 

The IOTA approach removes fees entirely from transactions and data transmissions, thereby removing a re-
al-time, fine-granular payment obstacle. It also ensures costless data integrity, which resolves the security con-
cerns tied to data trading. Additionally, this design means that the network remains entirely decentralized, unlike 
blockchain architectures which centralize around mining-farms, which then further centralize into mining-pools.xiv  
While this approach drew heavy criticism in the wake of IOTA’s ICO in September 2017, many healthcare quar-
ters have expressed interest in exploring IOTA and the faster transaction times and no transaction fees the Tan-
gle architecture offers. Much of the interest lies at the intersection of wearables and remote monitoring applica-
tions that form the health IoT.

Blockchain Alternatives: 
DeepMind, Cloudface, and Iota

https://en.wikipedia.org/wiki/Directed_acyclic_graph
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figure 7: Bitcoin vs. IOTA Technologies.
Source: Steemit

Tangle Blockchain

IOTA Bitcoin
Ethereum
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Challenges to Blockchain Adoption in 
Healthcare and the Future
With the meteoric rise of the ICO market in 2017, healthcare startups enjoyed large financing rounds, with over 
50 healthcare startups announcing ICOs by the end of the year and reaching nearly 70 at the time of the writing 
of this report in April 2018. This apparent success is a mixed bag given the speculation and under-theorized or 
poorly understood economics of tokenization that these early adopters are built upon. Healthcare has a tenden-
cy to eat early stage entrepreneurs riding waves of speculation, so it would be safe to assume that the first crop 
of ICOs, termed ICO 1.0, will largely fail. 

However, 2018 marks a shift in the adoption of blockchain in healthcare and beyond in that a significant number 
of blockchain applications will enter the marketplace with real users. Up until 2017, most companies were at the 
bottom of the learning curve or conducting small proof-of-concept pilots. While we will continue to see a prolif-
eration of the same and the usual complaints of “pilotitus” for the next several years, many of the enterprise 
blockchain offerings from large consulting firms like Hyperledger and the Ethereum Enterprise Alliance could hit 
the market in 2018. 

MOVING BEYOND THE HYPE OF “DISRUPTION” IN BLOCKCHAIN
We rarely hear blockchain discussed without the term “disruptive” applied, but this may be misleading. It helps 
to consider blockchain in the context of a recent article in the Harvard Business Review: 

“A disruptive technology that overturns traditional business models with lower cost solutions in a short 
period of time are fundamentally different from a foundational technology that lays the foundations for 
new economic and social systems.”xv  

Blockchain is best understood as a foundational technology. As such, it could take one to two decades for block-
chain to mature, not a mere matter of years. For sake of comparison, the authors of the HBR article point to TCP/
IP technology, which was introduced in 1972 as a single use case. It wasn’t until the late 1980s and 1990s that 
companies began scaling up and building tools using TCP/IP broadly. This does not mean that we will not see 
blockchain-inspired companies and platforms appear and even prosper in the next several years, but the notion 
that blockchain is going to enable large numbers of startups to reach scale in the next two to three years is sim-
ply unrealistic. 

Many of the most transformative innovations in our economy require a heavy dose of public sector support to 
facilitate diffusion, investment, and broader sectoral roadmaps. A protocol or foundational technology like block-
chain will also demand public-private sector collaboration. In a promising move, Congress has established a 
Blockchain Caucus and a number of initiatives have sprung up at Health and Human Service’s (HHS) Office of the 
National Coordinator for Health Technology (ONC) and elsewhere. These early collaborative efforts have been 
well received by the private sector.

Health IT is a complex space, but can borrow some elements from work in finance. The framework outlined in 
the aforementioned HBR article utilizes a matrix that compares the amount of complexity and coordination 
needed for the blockchain use case against the degree of novelty of the new approach. (Figure 8). This figure 
shows the relative complexity of disruptive and/or transformative technologies and how difficult it is to displace 
existing services based on the costs of coordination and complexity. We see how simple substitutive technolo-
gies are easier to implement than ones that require a substantial degree of coordination and are relatively novel 
for users. Most health technologies will entail substantial coordination and complexity costs and are unlikely to 
disrupt incumbents over night.
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figure 8: Complexity & Coordination Versus Novelty of New Technologies 

Source: Ianiti and 
Larkhami (2017)

The foundational character of blockchain as the next layer or protocol of the Internet lends credence to the view 
that we are going to see a gradual adoption of blockchain applications in healthcare in general. Some of the ear-
ly, simpler use cases that can be adapted from the fintech sector are readily applied in healthcare for payments 
and identity management for some revenue cycle functions.  (Figure 9) 

figure 9: Healthcare Blockchain Applications
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In the next year or two, a proliferation of applications utilizing identity management and smart contracts will at-
tempt to create administrative efficiencies at the nexus of providers and payers. PokitDok is one of the leading 
companies developing an API-based economy to accomplish this. Meanwhile, established companies such as 
Change Healthcare and payers such as Aetna, Humana and United Healthcare are looking for ways to overcome 
the lack of trust inherent in provider-payer networks and utilizing blockchain to facilitate data sharing and iden-
tity management through trustless networks. 

GOVERNMENT’S POTENTIAL ROLE IN PROMOTING BLOCKCHAIN
Given its role in the health IT space and the recent Trusted Exchange Framework Draft that is part of the 21st 
Century Cures Act, the ONC may emerge as a driver of blockchain development and innovation.

figure 10: Trusted Exchange framework Principles (ONC)

A brief glance at the underlying framework principles published by ONC creates the impression that these prin-
ciples were developed with blockchain in mind as a core component of a future health IT foundational infrastruc-
ture. (Figure 11) Along with the interoperability roadmap, however, comes the persistent issue of standards. A 
number of startups in the blockchain space have begun looking at the interoperability of blockchains. Two com-
panies focused on the general blockchain space in this regard are Chain and Blockchain. The issue of interoper-
ability in a decentralized world cannot be overstated given the proliferation of private blockchains.

Roadblocks to Adoption
Beyond the tension between inflated expectations and the time it will actually take to develop credible technol-
ogies, additional challenges for blockchain adoption include:

 > The healthcare sector’s reluctance to embrace change: Since blockchain is typically a backend as-
pect of the architecture there may be fewer cultural barriers as in most cases it will be invisible to 
end users. 

 > Security issues related to consumer usage of bitcoin wallets: Patient data ownership and controlling 
the data may come up against the reality that many consumers will see little value in such control 
measures until more obvious benefits and advantages are presented.xvi  

 > Principle 1 - Standardization: Adhere to industry and federally recognized stand-
ards, policies, best practices, and procedures.

 > Principle 2 - Transparency: Conduct all exchange openly and transparently.

 > Principle 3 - Cooperation and Non-Discrimination: Collaborate with stakeholders 
across the continuum of care to exchange Electronic Health Information, even 
when a stakeholder may be a business competitor.

 > Principle  4 - Privacy, Security, and Patient Safety: Exchange Electronic Health In-
formation securely and in a manner that patient safety and ensures data integrity.

 > Principle 5 - Access: Ensure that individuals and their authorized caregivers have 
easy access to their Electronic Health Information.

 > Principle 6 - Data-driven Accountability: Exchange multiple for a cohort of pa-
tients at one time in accordance with Applicable Law to enable identification and 
trending of data to lower the cost of care and improve the health of population.
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 > Immature technology: A large number of startups are working on addressing existing limitations 
such as transaction speeds, scalability, new consensus models, etc. and new business models could 
emerge from the innovation ecosystem that blockchain enables, but this remains to be seen. 

 > Incomplete understanding of the implications of blockchain: Legal frameworks and data governance 
for the entire blockchain ecosystem are still in their infancy. 

Healthcare has few solid examples of platform business models, but over the next three to five years, we may see 
a type of hybrid or decentralized/centralized platform emerge. Such a platform will have larger players or verti-
cally integrated ecosystems building centralized platforms, but with decentralized applications enabled by a con-
fluence of blockchain, the cloud, IoT, and AI. Automation of claims, payments, and feedback to providers and 
patients can all be enhanced through blockchain and these other existing technologies. 

At this point most blockchain and healthcare efforts will focus far less on blockchain and more on identifying the 
services and features that can benefit from automation and designing the human touch into services. This reality 
will likely veer far from the original libertarian utopia of blockchain advocates who have sought to remove human 
beings from the equation entirely.

Future of Blockchain in Healthcare
Over the course of 2017, interest in blockchain on the part many of the major players in healthcare, including 
payers and a large number of startups, grew rapidly. Dominant consulting firms backed by strong interest in the 
legislature to support the growth of blockchain adoption in government services also helped spark interest. A 
number of emerging trends indicate how blockchain adoption may progress across the healthcare ecosystem in 
the coming years. We expect to see the following trends in the next two to five years:

 > Payers will lead consortia that address claims-data issues across ecosystems of partners and even 
competitors. This represents an ideal use case that addresses the fear of sharing too much data. 
Blockchain can remedy this pain point by enabling more accurate provider directories or patient 
directories. The recent initiative of Optum, Humana, Quest Diagnostics and MultiPlan is a perfect 
example.xvii  

 > More mature startups will continue to automate claims adjudication by coupling AI/NLP capabilities 
with blockchain  such capabilities will likely gain traction over the next two to three years.

 > Regulatory drivers will continue to stimulate interest in blockchain solutions for pharmaceutical sup-
ply chains as well as broader IoT applications. This will have strong relevance to hospital supply 
chains and we expect to see more such applications appear throughout 2018 and 2019. Fully robust 
payment systems combined with tracking/tracing capabilities will likely mature in the next two to 
three years as the larger players, such as IBM and Walmart, bring lessons from food supply chains to 
more generic supply chain applications.

 > Mature ecosystems of blockchain-based applications that address data sharing across payers-pro-
viders with mature revenue cycle management, claims management, and care coordination capabil-
ities will likely reach market maturity in the three-to-five year range.

 > Over the next two to five years, a large number of innovations will address current shortcomings in 
the blockchain infrastructure, such as transactions speed, scalability, and security. When these 
foundational issues are fully addressed, we can expect to see blockchain become mainstream and 
potentially offer novel services. In the meantime, most innovation will focus on data exchange is-
sues where traditional technologies require shared databases. Blockchain may offer an important 
alternative.

The logical trajectory for blockchain adoption and use is provided in Figure 11 below. As can be seen, block-
chain’s initial value proposition in healthcare will be to tackle the more mundane administrative tasks of claims 
management, supply chain/distribution (e.g., pharma) and some limited use in context of care coordination pro-
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cesses. As this is a foundational platform technology, the promise of blockchain will not be fully realized (e.g. dis-
tributed, secure EHR) for at least another decade due to a wide range of issues extending from change manage-
ment and workflow disruption to incumbent vendors and the challenges associated with migration to a 
completely new enterprise architectures.

figure 11: future Evolution of Blockchain

Estonia Points Towards A Future Model
Estonia is a country of 1.3 million inhabitants that is at the forefront of digital government initiatives. Looking to 
Estonia, we can see one future healthcare scenario. The government of Estonia contracted with Guardtime, a 
blockchain company, in 2007 to authenticate EHRs at scale using Keyless Signature Infrastructure to create a 
system using cryptographic keys instead of third parties to verify the integrity of all government systems. As a 
result, over the last eight years, the Estonian healthcare system has made significant progress toward a system 
that no longer requires HIEs, all-payer claims databases, or EHRs.xviii  

Since 2016, Estonia has been able to manage patient data exchange, e-prescriptions, and cross-border services 
on this blockchain infrastructure. Patients can see who has accessed their data and restrict access if they choose 
to do so. But this digital infrastructure is interesting for the manner in which decentralization allows data to live 
locally close to users or patients and providers and the point of care.  The government digital platform infrastruc-
ture, X-Road, is also the platform that private sector entrepreneurs utilize to build new services. This allows a 
community of developers to evolve around a common national innovation platform. It also provides insights into 
how to obtain the right mix of government involvement to co-create innovative new infrastructure. This stands 
in contrast to many blockchain and cryptocurrency advocates who see little role for government involvement in 
building this infrastructure. When the largest payer in most systems is the government the ideological viewpoint 
of technological evolution without government is simply not practical.

In the U.S. public vs. private dichotomies inhibit our ability to drive innovation in this manner. But this may well 
be a future scenario for creating effective, sustainable health IT infrastructures and ecosystems that can address 
the silos, the lack of true care coordination, and ultimately business model failures that underlie the lack of se-
cure data sharing across the healthcare sector. As the U.S. healthcare sector migrates to value-based care mod-
els and reimbursement, the industry will need to adopt and deploy new technologies such as blockchain to ena-
ble secure, discrete data sharing and collaboration. 
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Conclusions and Recommendations
It is admittedly early in the evolution of blockchain and there are serious shortcomings, such as transaction 
speed, energy use, security and interfaces of user wallets, and scalability additional wildcards include quantum 
computing, which could create a serious challenge to the underlying cryptography of blockchain. Blockchain de-
velopers will need to come up with innovations in quantum cryptography to match this threat. 

Beyond the hype of disruption, blockchain is, at its core, a tool for cooperation and industry-wide transforma-
tion. This means that beyond the technology itself, industry will need to develop better tools for cooperation 
that can optimize use of blockchain. This will require a shift in mentality and ways of doing business. The Optum/
Humana collaboration on provider directories is one example of how this might be accomplished. 

Some of the key aspects for building cooperative ecosystems will include the following:

 > Governance frameworks for building and managing consortia. This is one of the biggest challenges 
to blockchain adoption in the coming years and will take a great deal of time to resolve. Blockchain 
provides incentives for collaborating via networks but the incentives for collaboration or data shar-
ing in healthcare are weak. This is likely going to change with some regulatory push mechanisms and 
many are betting that the long-term implications of VBC will shift the dial towards business models 
that value data sharing. However, this is not the dominant model at the present. This “mixed market” 
of fee-for-service and VBC in a blockchain context is likely going to make governance mechanisms 
more complicated for the near future.

 > Cross-industry working groups with links to FHIR working groups to help build cooperative struc-
tures. Blockchain developers should look to the ONC and its role in stimulating interest and creativ-
ity around blockchain innovations for ways to generate sustainable adoption. 

 > More ethical frameworks for financing innovation. Startups are a major source of innovation in the 
blockchain space but the current ICO structure will likely stand as an impediment unless more ethi-
cal frameworks building on SAFT (www.saftproject.com) are utilized. Ethical frameworks also need 
to be tethered to well developed business models based on cryptoeconomics and sustainable health 
services.

 > A more complete understanding of tokenization and underlying cryptoeconomics is needed to 
bridge to the underlying health economics of blockchain-based services and products. This area has 
been neglected, even to the extent that defining cryptoeconomics has become problematic. How do 
we make sense of the behavioral psychology of tokens, network effects and the price of tokens for 
health services? This is under-theorized in the ICO market and there is little discussion of what this 
will mean for the economics of health services utilizing blockchain. Understanding the economics of 
tokenization is vital to building platforms that can leverage network effects to scale in the manner 
that blockchain advocates theorize but have yet to accomplish.

 > Better-designed user interfaces. UI is particularly weak in healthcare applications. Although many 
blockchain applications focus on the back-office, cryptocurrency, applications have a long way to go 
to become user-friendly. 

To truly harness the blockchain’s potential to address healthcare needs such as data sharing and patient out-
comes, developers will need to move beyond the technology itself and integrate social technologies that incen-
tivize cooperation. It is not just the technology, as they say. As with any innovation, true evolution must happen 
at multiple levels: logistic, social, economic, political  to name just a few. Each of these components, in the 
blockchain context, are more complex than most other technologies from mobiles to big data that we have seen 
drive innovation in healthcare over the past two decades. Ultimately we will cease singling out blockchain and 
will be talking about assemblages of technologies including AI, the cloud, and IoT where blockchain is playing a 
major role in the “back office” context of health IT systems. However, we should keep in mind that similar proto-
cols for the Internet such as TCP/IP took two decades to realize their true potential in ecommerce.

http://www.saftproject.com
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